
 

                                                        

                                                                                                            

Staying Safe from Robocall Scams 

Robocalls are automated phone calls that play pre‑recorded 
messages or computer‑generated speech without a live 
operator. They are sent out by software that dials numbers, 
delivers the message, and then moves on to the next call. 

When used appropriately, this type of automated call can serve 
a helpful purpose—especially when the communication is 
expected and informational, and does not lead you to overshare 
personal information or disburse money. For example: 

✔️Doctor’s Office Reminder: “This is Dr. Smith’s office 
reminding you of your appointment on Tuesday at 10 a.m.” 

✔️Pharmacy Update: “Your prescription is ready for pickup at 
Green Valley Pharmacy.” 

✔️Delivery Notification: “UPS will deliver your package 
tomorrow between 2 and 5 p.m.” 

In contrast, if you find yourself on the receiving end of something 
that immediately throws you off because it is unexpected, vague, 
or rushed, you might be dealing with outright fraud. 

⚠️ “Medical billing department” threatens you with unpaid 
charges. 

⚠️ “Pharmacy” requests credit card information to release 
medication. 

⚠️ “Courier” alleges you must pay a fee immediately to receive 
your package. 



 

                                                        

                                                                                                            

Behind the Prevalence of Robocall Scams 

The surge in unwanted calls isn’t random; it traces back to a 
major shift in how calls travel. Years ago, calls moved through 
copper wires that physically connected homes to the phone 
company, a system that made mass calling slow, expensive, and 
easy to trace. Today, many calls use Voice over Internet Protocol, 
or VoIP. The term sounds technical, but it simply means calls 
travel over the internet rather than through physical wires, much 
like sending an email instead of mailing a letter.  

VoIP makes calling quick and easy to disguise, enabling large-
scale campaigns to send millions of fake calls at minimal cost. 
The technology involved extends beyond just how calls are 
delivered. Some messages may rely on text‑to‑speech functions 
that sound robotic when reading aloud. Others use voice cloning, 
initially mimicking convincing human voices before exposing 
their artificial nature. 
  

Inside the Robocall Scam Pipeline 

Before a single fake call is placed, the operation needs a large 
pool of phone numbers to target. This is the foundation of the 
entire scam pipeline.  

Without a list, there’s nothing to dial, test, or funnel victims into 
subsequent stages. However, “getting numbers” isn’t a single 
task — it’s a whole mini-industry.  

Calling operations typically build their lists through a mix of: 
 



 

                                                        

                                                                                                            

➽ Public Directories 
Similar to an online phone book or a business listing. If your 
number is listed on a club page or a small-business site, anyone 
can look it up—bad actors included. 

➽ Social Media  
Most people underestimate the risk of sharing their phone 
numbers on social platforms. Some services—even the largest 
and most familiar ones (Facebook)—actively encourage users to 
add their numbers to their profiles. In reality, even someone 
with only moderate technical skill can harvest those numbers 
with minimal effort. 

➽ Data Brokers 
Signing up for coupons or surveys may come off as innocuous, 
but it can result in your phone number being added to a list. You 
might believe that only the company you're giving it to will use 
it, but in fact, they can pass it on to marketers you're not even 
aware of. 

➽ Data Breaches 
If a company’s database is hacked, customer phone numbers can 
fall into the wrong hands. Once they’re out, they spread 
rapidly—comparable to dropping a box of puzzle pieces, where 
anyone nearby can grab them. 
 
 
 
 
 



 

                                                        

                                                                                                            

From Numbers to Targets 
Robocalls are dangerous not only because they can be made in 
overwhelming numbers but also because the game plan behind 
them is constantly evolving. Scammers treat their strategies as a 
rotating playbook, discarding ineffective stories and replacing 
them with new ones. They adjust tone, wording, and delivery to 
make each call sound more credible, keeping their ploy one step 
ahead of suspicion. But how?  

Demographic Tags – are pieces of information that reveal a 

person's characteristics, age range, gender, location, or marital 
status. These tags, as we have seen, are derived from numbers 
obtained from public records, data‑broker lists, or prior 
interactions. When a number is added to a robocalling database, 
the tag is stored alongside it. 

Caller‑ID Spoofing – is the practice of deliberately falsifying 

the telephone number or name that is displayed on the 
recipient’s caller‑ID, making the call seemingly originate from a 
different source. Once a caller ID is altered, fraudulent calls can 
take many forms, showing how easily trust can be manipulated 
by what comes on a phone screen.  

Demographic tags, combined with caller‑ID spoofing, make 
robocall scams hard to ignore by sparking the recipient’s 
curiosity. For example, if a number is tagged “65‑plus, Midwest,” 
the deception can be deepened by hiding the real caller ID and 
replacing it with something that looks official—such as 
“Medicare Help Line” or “IRS Refund Center.”  

Did you know that… 



 

                                                        

                                                                                                            

💡Medicare does not make cold calls to beneficiaries. The only 
time Medicare may contact you is to verify information you've 
already provided. 

💡The IRS contacts you by mail, not by phone, regarding refunds 
or debts. If they call (for example, to set up a payment plan), it 
will be from 800‑829‑1040, and the caller ID will display “IRS” or 
“Internal Revenue Service.” 

The following are common spoofing techniques you may 
encounter: 

⍈ Basic Spoofing  
Before making the call, the system is configured to display a 
specific number. On your phone, this could appear as a toll‑free 
number, 1‑800‑555‑0199, that resembles a large company or 
government office number.  

⍈ Neighbor Spoofing 
If your number is (773) 452‑1184, the incoming call might show 
up as (773) 452‑9032. It shares the same area code, and the 
following three digits of your number—convincing enough to 
impersonate a neighbor, a local shop, or someone in your 
community. 

⍈ Brand‑name Spoofing 
This trick makes the caller ID display a trusted business or entity 
name. For example, your screen might show “U.S. Treasury – 
Verified.” 



 

                                                        

                                                                                                            

💡 Be aware that government agencies do not use enhanced 

markers: “Verified” or “Secure” in their caller ID name. Deceivers 
use these terms to make the call come across as safe and 
reliable. 

⍈ Number‑Swapping Spoofing 
Sometimes, the displayed phone number changes or rotates 
during a call. It might start as (773) 364‑5291, then switch to 
(773) 781‑0468, and later change again to (773) 235‑9047. The 
rapid changes are intended to confuse call-blocking apps. 

Now that you understand how callers can hide their identity, it’s 
crucial to treat numbers, names, or titles as hints rather than 
definitive proof of a call's legitimacy.  
 

Breaking Down a Robocall Scam Script 

As you’ll see next, these calls follow a predictable pattern meant 
to pressure you into reacting quickly. One of the safest habits 
you can build is to let unfamiliar numbers go straight to 
voicemail. A legitimate caller will typically leave a brief, clear 
message—giving you time to review it calmly and decide your 
next step without feeling rushed or anxious. 

Hook – This is the IRS. We need to verify your tax return. 

➢ Grabs attention by naming a trusted government institution 
that most people have dealt with at some point.  

➢ Most people worry—at least a little—about making a 
mistake on taxes, so this exploits that universal anxiety.  



 

                                                        

                                                                                                            

Urgency – “You have 24 hours to avoid a penalty.”  

➢ A countdown, especially one as short as 24 hours, makes 
listeners feel they don’t have the luxury of pausing, 
reflecting, or verifying.  

➢ The word “penalty” taps into a natural desire to avoid 
trouble, fees, or legal issues. 

 
Authority – “Officer James Miller, badge # 7421, speaking.”  

➢ The title and badge number combo shifts listener concern 
from "Is this real?” to "What did I do?” or “How can I fix 
this?” 

➢ The badge number, in itself, indicates accountability and 
trustworthiness; even if it can't be verified, it's comforting. 

➢ Most people are conditioned to take law-enforcement 
titles seriously, and “Officer” makes the interaction be 
perceived as formal and high-stakes. 

 
Call‑to‑Action – “Press 1 now to speak with an agent,” or “Give 
us your Social Security number to resolve the issue.” 

➢ Pressing a digit on the keypad may come off as harmless 
and straightforward, but it actually gives the caller control.  

➢ Simple actions or tasks perceived as effortless and doable 
make people more likely to comply without questioning the 
request. 



 

                                                        

                                                                                                            

Personalization – “Hello, Mrs. Johnson, we notice a filing at 
your Park Street address.”  

Using a specific name or address creates the impression of a 
tailor-made call. However, it is merely a pre-written script that is 
automated to be swiftly updated with the victim's details as 
needed. 

If you get a call that sounds very similar to this… 

DON’T react to the pressure: Take a deep breath, then try 
muting your phone's microphone or staying silent. Hanging up 
and seeking advice from a trusted family member or friend is 
undoubtedly an option.  

DON’T give personal information: Never share your Social 
Security number or bank details. An unknown or unsolicited 
contact asking for either is a clear red flag. 

Verify the claim on your OWN: If you genuinely think there 
might be an issue with your taxes.  

● Pull the official IRS phone number from a recent tax 
return, a tax‑preparation booklet, or the IRS website 
https://www.irs.gov 

● Call that number yourself; do not use any number provided 
to you during these calls. Ask the IRS representative 
whether there is any problem with your return. 

Report the IRS scams to their phishing‑scam line: 
1‑800‑366‑4884 

Why the “Pause” Matters 

https://www.irs.gov/


 

                                                        

                                                                                                            

That awkward silence you sometimes hear after answering isn’t 
a glitch—It’s the robocalling mechanism deciding what to do 
next. It may wait for you to say anything, play a recording, or 
connect you to a live scammer.  

This brief pause is the handoff silence, and it’s one of the earliest 
signs that the call may not be legitimate. Other warning signs 
usually present later in the call, but this pause shows up right 
away.  

If you hang up your phone, you avoid the emotional pull that 
follows:  

⚠️There is a legal action filed in your name… 

⚠️You qualify for a reduced interest rate… 

⚠️We’ve detected unusual activity on your bank card… 

⚠️A family member has an urgent emergency… 

⚠️We couldn’t process your recent payment… 
 
Robocall systems often try to distinguish between a real person 
and voicemail by listening for voice responses or background 
noise before playing their deceptive message. When you say 
“Hello, who is this?”, the system detects it and begins logging 
activity—hence the pause. Most automated calling systems 
record details such as call times, duration, and responses to 
voice prompts. Over time, this data becomes damning for 
current and potential victims, documenting contact and helping 
operators identify which numbers are answered. 



 

                                                        

                                                                                                            

🔎 During a call, if the victim presses a number, or says phrases 
like “Speaking,” “Okay,” or “I am,” it doesn’t mean a scamster 
can unlock your account. Still, it may lead to a live conversation 
where more information is disclosed. It might also indicate 
agreement, which could escalate the caller's coercion. 

🔎Phone-based spam filters are improving, but text messages, 
emails, and live callbacks are harder to block and can carry more 
dangerous phishing content (e.g., malicious links or fake 
websites). Moving the conversation to one of these channels 
places the victim in a less‑protected environment.  

For instance, after someone says, “It’s me,” the caller might say, 
“We’ll send you a secure link via text—please click it to finish.” 

🔎Direct monetary extraction is the ultimate goal. Gift‑card 
codes, prepaid cards, and crypto are untraceable once the victim 
hands them over, yielding the defrauder instant profit. After the 
call, the system marks the entry as “gift‑card sold – $100” or “no 
response.  
 
Are Users Defenseless? 

Although modern robocall scams can seem unbearable because 
of the tools used in the scheme—scalable internet calling, 
extensive phone number databases, and caller-ID spoofing—
you're not alone. 
 

 



 

                                                        

                                                                                                            

 

Government and Regulatory Systems  

⏩ Investigate phone companies or call centers that violate the 
rules: call people without permission when consent is required 
by law, hide or fake their caller ID, lie about the purpose of the 
call, or use intimidation tactics. 

⏩ Fine or shut down organizations that allow illegal calls. 

⏩ Require carriers to block known scam traffic. 

⏩ Work with international partners when scams originate 

overseas. 

You can also take steps to reduce unwanted calls. 
 

The National Do Not Call Registry 
This registry tells legitimate businesses not to call you. It won’t 
stop swindlers entirely, but it reduces overall call volume and 
makes suspicious calls easier to spot. 

💡 Please note that: 

● The registry is run by the U.S. Federal Trade Commission 
(FTC), not a private company. 

● Registration becomes active within 24 hours, but it may 
take up to 31 days for sales calls to noticeably decrease. 

● It does not stop political calls, charity calls, survey calls, or 
informational calls.  



 

                                                        

                                                                                                            

● You can verify your number using the “Verify a 
Registration” by visiting: https://donotcall.gov/verify.htm 

How to register: Go to donotcall.gov 

● Select “Register Your Phone.” Both landlines and mobile 

phones can be registered. 

● Enter your phone number and email address 

● Open the email they will send you and click the 

confirmation link.  

● You can register up to three numbers at once 

● Your registration never expires 

 

Federal Communications Commission 
It is the U.S. government agency that oversees phone calls, text 
messages, TV, radio, and internet services. 
 

💡 Please note that: 

● You don’t need to answer the call to report it. 

● The FCC uses reports for investigations, but it won’t 
contact you back. 

● Reporting does not block the number on your phone — it 
only supports enforcement efforts. 

How to Report: Go to fcc.gov/complaints 

● Choose Phone 

● Select Unwanted Calls 

https://donotcall.gov/verify.html
http://donotcall.gov/
http://fcc.gov/complaints


 

                                                        

                                                                                                            

● Enter the phone number, date/time of the call, and a brief 
description of what happened. 

● Submit the form 

 
Helpful Details to Include (Often Missed) 
✅ Did the caller ID seem spoofed or suspicious, especially if 
the caller claimed to be from a known company or government 
agency? 

✅ The type of scam (e.g., “Amazon order,” “Medicare,” 
“computer support,” “prize offer”). 

✅ Was it a robocall, a live call, or a text message? 

✅ Any instructions given (e.g., pressing a number, calling back, 
or clicking a link) 

✅ Whether you’ve received similar calls before. 
 
Telephone Companies & Carriers 
Carriers (AT&T, Verizon, T‑Mobile, Spectrum, etc.) analyze 
nationwide calling patterns and automatically block or label 
suspicious calls before they reach your phone. 

For instance, 5,000 calls are placed in 10 minutes. The carrier 
detects the spike and blocks the number at the network level. 

What this looks like to you: The call may be blocked without 

any action required on your part, and a warning might appear on 
the incoming call screen, either above or below the phone 
number. Sometimes, it shows an exclamation mark. 



 

                                                        

                                                                                                            

❗ Spam Risk 

❗ Suspected Scam 

❗ Potential Fraud 

If a call is left unanswered, these indications will also appear next 
to the number in your phone’s call log.  

What you can do: Most major carriers offer some form of free 

spam or scam call-blocking.  

For instance,  

👉 AT&T has “AT&T Active Armor”  

👉 Verizon has Verizon Call Filter 

👉 T‑Mobile: Dial #662# to enable free scam blocking. You will 

get a confirmation message.  

 

Device & Operating System Filters 
Your phone compares incoming calls against its internal 
database. If several users mark a number as spam or unwanted, 
your device can alert you, send the call to voicemail, or mute it 
to prevent disturbances. If you’re not sure it’s working. 

iPhone 
Silence Unknown Callers: When enabled, calls from numbers 
not in Contacts, Mail, or Messages are silenced and sent directly 
to voicemail. They still appear in the “Recents” menu. 

How to turn it on 



 

                                                        

                                                                                                            

➔ Open Settings (the gray gear icon) 

➔ Scroll down and tap the Phone app (the one you use to 

make calls) 

➔ Look for Silence Unknown Callers 

➔ Toggle it ON (green = on) 

How to report a spam call on iPhone 

➔ Open Recents in the Phone app 

➔ Find the number, tap the info (i) button 

➔ Scroll down, tap Report Junk (if you see it) 

You will see the “Report Junk” option only if the number is not 
saved in your Contacts, has already been flagged as spam by 
Apple or your phone company, or if your phone carrier supports 
reporting spam through Apple. If you don’t see “Report Junk,” 
that’s normal — just block the number instead. 
 

Android 
Caller ID & Spam Protection: This feature helps your phone warn 
you about suspected spam calls and block the worst ones. 

How to turn it on 

➔ Open the Phone app, tap the three dots in the top‑right 

corner 

➔ Tap Settings, select Caller ID & Spam 

➔ Turn ON both: See caller ID & spam and Filter spam calls 

 

How to report a spam call on Android 



 

                                                        

                                                                                                            

➔ Open the Phone app and tap Recents 

➔ Find the number, press and hold the number 

➔ Tap “Report spam” or “Block number” on some phones 

➔ Confirm your choice 

 

  



 

                                                        

                                                                                                            

DEFINITIONS 

*Caller ID is a telephone service that transmits the originating phone number—
and, when available, the registered name of the caller—to the recipient’s device, 
allowing the called party to see who is calling before deciding whether to answer. 

*Crypto (short for cryptocurrency) is digital money that is stored in an online wallet 
that lets you send and receive funds without a bank. It is favored for illicit activities 
because transactions are fast, difficult to trace, and funds can be moved instantly 
to anonymous accounts. 

*Data breach is an incident in which unauthorized attackers gain access to a 
computer system or network and steal, view, or copy sensitive information—
names, addresses, phone numbers, email addresses, and financial details—thereby 
exposing the data to public disclosure or further misuse. 

*Data brokers (in scam contexts) involve a third-party entity that acquires, 
compiles, and sells personal information obtained from data breaches or public 
records. This data is then supplied for various purposes, including phishing, identity 
theft, or targeted attacks. 

❖ Identity theft is the illegal acquisition and use of someone else’s personal 
information—such as name, Social Security number, birthdate, or financial 
details—to impersonate the victim and carry on cons, obtain credit, or access 
services in the victim’s name. 

❖ Targeted attack is a form of cybercrime that focuses on a specific individual 
or organization, using gathered personal details to craft customized phishing, 
malware, or social‑engineering messages that increase the likelihood of 
success. 

➢ Malware (short for malicious software) is any program or code 
designed to infiltrate, damage, or take control of a computer, device, 
or network without the user’s consent. 

➢ Social engineering is the manipulation of people—typically via phone, 
email, or messages—to trick them into taking actions that grant 
illegitimate access to systems or information. 



 

                                                        

                                                                                                            

*Fake websites are counterfeit web pages that mimic legitimate sites' design or 
branding to trick visitors into entering personal information, credentials, or 
payment details. 

*Gift‑card codes are alphanumeric strings printed on or stored in a prepaid card 
(e.g., Amazon, iTunes, Google Play). Bad actors ask victims to purchase a gift card, 
reveal the code, and then use it to steal the value, since the code can be redeemed 
online without verifying the buyer’s identity. 

*Hacked means that an unapproved person breaks into a computer, device, or 
online account, bypasses its security, and gains control or access to its data or 
functions. 

*Harvest (in scammer jargon) is the act of collecting personal data—names, 
addresses, phone numbers, emails, financial details, or login credentials—by 
tricking victims with fake forms or deceptive phone calls, so the information can 
later be sold, used for identity theft, or leveraged in further gimmicks.  

*(i) button is an information icon—usually a small lowercase “i” inside a circle—
that users can tap or click to open a brief help tip, definition, or additional details 
about the surrounding feature.  

*Junk is any unwanted, low‑value communication (e.g., irrelevant calls or 
messages); spam is a subset of junk—mass‑sent, unsolicited messages that often 
aim to advertise, phish, or deceive.  

*Logging activity in robocall operations records each call’s details—time, number 
dialed, duration, result (answered, voicemail, blocked), and script actions—so it can 
be monitored for performance and adjusted for future automated campaigns.  

*Malicious links are URLs that appear legitimate but lead to harmful destinations, 
such as sites that install malware, steal credentials, or display phishing pages. 

❖ URL (Uniform Resource Locator) is the web address that tells a browser or 
app where to find a specific resource—such as a webpage, file, or service—
by specifying the protocol (e.g., http, https) 

*Phishing is a deceptive tactic in which fake emails, messages, or websites are sent 
to appear to be from a trusted source, tricking recipients into revealing passwords, 
credit card numbers, or other personal data. 



 

                                                        

                                                                                                            

*Phone‑based spam filters are software or carrier services that analyze incoming 
calls for signs of unwanted or fraudulent behavior, such as known spam numbers, 
suspicious call patterns, or voice recognition signals. They then block, silence, or 
mark these calls to prevent them from reaching the user’s device. 

❖ Voice‑recognition signal is the audio pattern captured by a device’s 
microphone and processed by software to identify spoken words, speaker 
characteristics, or background cues—allowing the system to determine what 
is being said and who is speaking. 

*Phone call log is the list stored on a phone that records each incoming, outgoing, 
and missed call—showing the phone number, date, time, and call duration—so the 
user can review who called and when. 

*Prepaid cards are payment cards loaded with a set amount of money in advance; 
the holder can spend only the loaded balance, and the card functions like a debit 
or credit card without requiring a bank account or credit check. 

*Pre‑written script (in scams) is a ready‑made set of exact words and prompts that 
fraudsters follow when contacting victims, e.g., a phone‑call dialogue that guides 
the scammer on how to introduce themselves, ask for information, and handle 
objections—to make the interaction sound professional and increase the chance of 
success. 

*Recents is the section of a phone’s call log that shows the most recent incoming, 
outgoing, and missed calls so users can quickly see their latest call activity. 

*Settings are the collection of options inside an app that let users modify how the 
app behaves—like adjusting notifications, privacy controls, display preferences, or 
account details—by toggling switches, entering values, or selecting choices. 

*Social media are online platforms, e.g., YouTube and WhatsApp, through likes, 
comments, and messages, enabling real‑time communication and community 
building. 

*Telephone keypad is the set of numbered buttons (0‑9) plus * and # on a phone, 
used to dial phone numbers, enter passwords, or navigate automated menus. 

*Toggle is a switch‑like control in software that lets a user turn a feature on or off 
with a single tap or click, changing the setting between two states (e.g., 
enabled ↔ disabled). 


